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Abstract. E-health is an emerging field in the intersection of medical informatics, public health and business, referring to health services and information delivered or enhanced through the Internet and related technologies. Portal technology allowing services to be accessible over the Internet is a perfect tool to provide e-health services. The use of portal technology has a deep influence on architecture of the whole e-health system, both on new subsystems as well as on the old ones we want to integrate within portal. Portal technology provides new possibilities for creating novel types of e-health applications as well.
In this paper we provide a brief overview of e-health systems and portal technology, and present many technical aspects of portal technology application for e-health systems such as architecture of portal-based e-health systems, graphic user interfaces, access to various e-health systems’ resources, personalization, security and privacy.

1 Introduction

On average the internet technologies are used to communicate with others, purchase some goods, gather information, explore services. One of the most important areas where these activities are occurring is related to healthcare [17]. It is not necessary to convince anybody of the benefits of e-Health applications. By analogy with other e-Applications, they improve access, efficiency, effectiveness, and quality of clinical and business processes utilized by health care organizations, practitioners, patients, and consumers in an effort to improve health status of patients [18]. The e-Health applications can be combined together to form an e-Health System gathering features and functionality of all those applications. Apart from the benefits of the particles applications such system should avoid the drawbacks of  illegibility, flooding with unnecessary information. Desirable would be the ability to exchange data between those applications, proper reaction on changes in other applications, etc.

The paper addresses e-health systems aiming at providing health services and information through a portal. Portal technology allowing services to be accessible over the Internet is a perfect tool to provide e-health services. Moreover, portal platforms provide many ready-to-use mechanisms as access to databases, personalization, security, support for different types of display devices etc. that are required or at least desirable by e-health systems. Portal technology allows all these aspects to be integrated in a consistent manner. There are many ways to use portal technology for e-health systems: developing new portal-based e-health applications, integrating different e-health applications existing within the organisation, integrating e-health systems of different organisation.

In this paper we discuss the use of portal technology for developing e-health systems, focusing on the technical aspect. We omit all the legal issues of privacy and security in e-health systems. The reminder of the paper is organized as follows. In section 2, we overview different e-health systems. Section 3 describes portal technology architecture. Then, in section 4, we present different technical issues of portal technology application in e-health systems. Finally, in section 5, we summary the paper.

2 E-health Systems

There are many definitions of e-health but in general we can assume that e-health is an emerging field in the intersection of medical informatics, public health and business, referring to health services and information delivered or enhanced through the Internet and related technologies [9]. The growth of e-health systems is related to the evolution of the Internet. As the Internet is more common, friendly, and faster the range of its use is wider and wider. 

E-health systems are a front-end for both health care consumers and health care providers. E-health systems include lots of different types of applications [16]. They are, among others:

· teleradiology – transmitting radiographic images over a distance for use in remote diagnostics and treatment.

· telepsychiatry – the use of live interactive two-way audio-video communication in psychiatry,

· telepathology – exchanging of medical information for assisting health care professional at a remote location without proper expertise with experts at a distant location,

· teledermatology – the use of communications technology for dermatology consultations,

· home telecare – health services for patients at home, e.g.: remote monitoring, delivering health care from a distance.

Some e-health systems are designed to support an e-health organization e.g. clinician appointment system or medical services booking system [15]. A lot of portals provide general health and medical information. 

Other important aspect of e-health systems is distributing patient information over different e-health systems. The idea of Electronic Patient Record (EPR) is very popular and lots of EPR  systems already exists [12]. EPR gathers records from different healthcare organizations (hospitals, physicians etc.) so heterogeneous and distributed information is available centrally. EPR allows providers, patients and payers to interact more efficiently.

3 Overview of Portal Technology

The short definition of a portal is “a multi-thematic internet service”. The portal gives its users any kind of interesting them information as Yahoo, Altavista or Lycos does. Those are portals in the traditional meaning, mainly based on many standalone PHP, JSP pages. On the other hand there are portal systems based on Portal Server Technologies where the content of each page is formed by (usually) one Servlet making a decision upon many aspects: who is viewing the page (an anonymous user or identified by the system), what information the user want to see, what information the user is granted to see, etc. Portal Server provides technologies that simplify locating, connecting, presenting, aggregating, communicating, personalizing, notifying, delivering content [1]. Nowadays there are lots of Portal Servers products available at the market (Oracle 9ias Portal, Sun Java Enterprise Portal System, IBM WebSphere Portal, Microsoft SharePoint), nevertheless all of them has the same idea – to  make the portal creation and management as simple as possible. Beneath is a description of a Portal Server (abbr. PS) based on Sun Java Enterprise System (abbr. SJES) solution.

3.1 Architecture overview

The architecture of  the Portal Server is not complex in principle. The product consists only of:

· Desktop – main servlet processing all requests from clients, responsible for the overall page layout and contents,

· Netmail – service implementing the mail clients, allowing users to access mail servers,

· Rewriter – engine performing URL transformation in markup languages and javascript code (expands relative URLs to absolute URLs, prefixes the gateway URL to an existing URL),

· Search – engine supporting search and browse interfaces.

The very important role in Portal Technology systems plays not only the Portal Server but also the additional integratable software components from which the portal leverages functionality and services. The complete architecture of SJES PS is depicted on Figure 1.
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Figure 1 Portal System architecture

As shown on Figure 1 the Portal Server exists on top of other SJES products. The Web or Application Server is a runtime environment of portal’s web applications. Portal’s Desktop Servlet operates in the context of a J2EE-compliant web container. The next component – Identity Server, provides a comprehensive solution for managing identities and for enforcing authorized access to network services and resources [4]. The identity management allows the definition of user profiles, roles, rights, and other rules to be defined [3]. Those definitions allow to authenticate and authorize the user through available modules (Certificate, Radius, Unix, HTTP Basic, etc.). The lowest component - Directory Server acts as a data store for information gathered and managed by Identity Server, hence the other name of Identity Server is Directory Server Access and Management Environment.

From the above short description, one can conclude that Portal Server acts as a front-end to any kind of application (not necessarily web-based application). The main developer’s aim is to implement user interfaces to those applications.

Systems based on Portal Technologies are consistent with Model-View-Controller (abbr. MVC) design pattern. The model represents enterprise data and the business rules that govern access to and updates of this data. In other words, this layer contains Directory Server,  Identity Server, also other additional databases and J2EE beans that communicate with those databases. JSP pages are used to render the view and show up in user’s browser. The controller layer, composed of Desktop Servlet, is a mediator between the View and the Model layer. It delegates HTTP requests to appropriate handler (portlet – see subsection 3.2) that acts as an adapter between the request and the Model.

3.2 Accessing a portal

A Portal, as being a web application, is accessed through a web browser. The primary interface for the user to portal content is the Desktop (generated by Desktop Servlet). The Desktop consists of channels, called for end-user portlets that are pre-built connections between Portal Server software and third party applications, services and tools. Usually a portlet is being visualized as a distinct area on the page, surrounded with border and having a title bar (see Figure 2).
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Figure 2  Example of a Desktop

Once a user is trying to retrieve the portal’s content, it is authenticated via Identity Servers modules, next the Desktop Servlet references the display profile which stores information on all available portlets for that particular user and on this basis generates the content of the users Desktop. The display profile is stored as LDAP attributes in Directory Server at various levels and contains configuration parameters for portlets.

4 Portal Technology in e-Health systems

The usage of Portal Technologies in the context of e-Health Systems is absolutely desirable. The portals can combine live audio, video and monitoring technology with a variety of medical peripherals for the flexibility to create patient-specific home telehealth systems [7]. The medical staff can manage more patients, more efficiently with the confidence knowing the care is delivered effectively. The automatic notification mechanisms enable the earlier intervention when something wrong is happening and to exchange experiences in that particular situation.

4.1 Architecture of e-Health systems

The three layer architecture of a Portal based e-Health System is depicted on Figure 3. The highest - presentation layer assumes a thin client model. That is a user needs only a web browser to access all applications provided within the System. The modern e-Health System should be available for any kind of user connecting from any kind of device nevertheless of its hardware parameters. The Mobile Access extension pack of SJES Portal Server recognizes and supports hundreds of devices, multiple mark-up languages (HTML, xHTML, WML), protocols and standards, and has the ability to deliver back out to these devices user-specific applications, content and services [5]. This is a very important feature in medical environments as the medical staff is always moving from one place (eg. a hospital, where access is from stationary computer), to another (eg. a traffic accident, where access is from wireless devices such as PDAs, TabletPCs, cellular phones).

[image: image3.wmf]Client Tier

web browser

PDA

cellular 

phone

Server Tier

Data 

Tier

Web 

Server

Directory Server

Portal 

Server

Application Server

Identity Server

Legacy 

System

databases

Client Tier

web browser

PDA

cellular 

phone

Server Tier

Data 

Tier

Web 

Server

Directory Server

Portal 

Server

Application Server

Identity Server

Legacy 

System

databases


Figure 3  Architecture of Portal based Telecare System

The information (user preferences, profiles) necessary to render the Desktop are all stored in the Directory Server and never in the files on the client side. The user is not tied to a concrete machine as its applications will configure itself from parameters hosted in Directory Server.

The second layer encompasses servers layer - both WWW servers preparing documents for presentation layer and servers realizing authentication, authorization, business logic and those ensuring integration with data layer. Apart from core Portal Technology components there are additional SJES products that enhance the value of e-Health System. These products include Calendar Server – enables users to manage schedules, share resources, and schedule events or appointments collaboratively, Instant Messaging Server – enables secure real-time collaboration including chat, conferences, alerts, polls, and news channels.

The data layer is a repository of all kinds of data gathered by the e-health System and also the e-health applications (legacy) that already existed and still produce some important data. The databases are included in the third layer as they will collect information that are often written as patients examination results that would slow down the Directory Server performance.

4.2 Personalization

The first function of a portal solution is to create an aggregated pool of information and resources that is available to multiple users [3]. The purpose is to provide one user interface available from a web browser for any number of services. This reduces the anxiety among people over having to learn lots of programs usually built according to different schemes. 

The portals personalization capabilities enable users to design their own content reducing the problem of overloading users with too much information. The common situation is that users are flooded with a mass amount of diversity topics and cannot find the relevant information making the system usage a burden to them. The initial personalization is made by the e-Health System indeed. By recognizing who is logged into the system the user receives only appropriate content to its profile. The patient diabetes ill do not need portlets that are referred to patients after coronary attack. All portlets that are presented to a patient can be rearranged (minimalized, moved or removed) by her/him to suit her/his demands. 

The other aspect of Portal’s adjustment to users preferences is internationalization that is, the process of designing an application so that it can be adapted to various languages and regions without engineering changes. With internationalization capabilities the e-Health System is valuable for users in different countries, the addition of new languages does not require application recompilation. It is only necessary to add locale-specific components and to translate appropriate text.

In order to deliver personalization functionality the portal requires to be capable of identifying its users. User identification, authentication, together with access control to portal resources allow delivering portal services adequately, securely, and privately. 

4.3 Security and privacy issues

Information stored by e-health systems is, from its nature, especially sensitive. It often concerns private and confidential health information about individuals. An example of that type of information is an Electronic Patient Record [12]. Other resources of e-health systems are e-health services. Sometimes, they need to complete additional requirements as being available at all times, e.g. in critical situations when someone’s health may be threatened. A security breach of a e-health system could cause catastrophic loss for a healthcare organization and individuals in the case of unauthorized disclosure or alteration of individuals’ health information [11], or denying access to a service.

In order to convince individuals to use e-health systems they must have a feeling that their information is well protected and privacy is guaranteed. Privacy means the ability of an individual (or organization) to decide whether, when, and to whom personal (or organizational) information is released [10]. 

Security policy, i.e. specific security rules for the system, is a foundation of e-health system’s security and privacy. In order to ensure security policy the security mechanisms must be involved. Many of these mechanisms are usually provided by portal technology, e.g.  authentication, single sign-on, access control, audit, encryption. The important component of  portal technology and security infrastructure is an Identity Server which helps organizations manage identities and enforce security access to their network services and web-based resources.

Let’s look closer at SJES. Security provided by SJES is related to Sun One Identity Server (abbr. IS). To get an access to a portal e-health system (i.e. information and services) an individual has to pass an authentication process. Authentication means verifying the identity of an individual. There are many ways to authenticate individuals. Authentication can be, among others, based on: user name/password pair, PKI digital certificates, physical devices as smarty cards, RF cards, biometrics. IS currently provides authentication modules as follows [13]:
· Anonymous – allows a user to log without specifying a user name/password pair,
· Certificate – allows a user to log in through a personal digital certificate,
· LDAP – allows for authentication using LDAP bind, an operation witch associates a user ID password with a particular LDAP entry,
· Membership – allows a new user to register themselves for authentication with a login and password as well as other fields such as firs name, last name, etc.,
· NT – allows for authentication using a Windows NT server,
· RADIUS – allows for authentication using an external Remote Authentication Dial-In User Service (RADIUS) server,
· SafeWord – allows for authentication using Secure Computing’s servers and tokens,
· Unix – allows for authentication using a user’s UNIX identification and password.

IS also allows plugging-in custom authentication modules.

To ensure the secure transmission of data through the Internet the security protocols are applied. Two the most popular and almost always supported by portals protocols are Secure Socket Layer (abbr. SSL) and Secure Hypertext Transport Protocol (S-HTTP). These protocols are complete solutions that ensure confidentiality and integrity of data sending over the WWW. These protocols also allow mutual authentication of sender and receiver.

Once the individual is authenticated, the system is able to recognize her/him when she/he is a source of requests. IS provides a single sing-on (SSO) mechanism which makes that successive attempts by an individual to access protected resources will not require them to provide authentication credentials for each attempt. SSO mechanism relies on cookie – an information packet generated by web server and stored by an internet browser on a visitor’s computer.

After logging into the portal the individual can request access to portal system’s resources: services and information. IS allows defining conditional policies for authorization and access control. IS allows for protection of different types of resources, although currently it supports only policies based on URLs. This mechanism works as follows: the web browser request a URL that resides on a web server. The URL represents requested service or information. Then the URL is intercepted and SSO token of originator is extracted. If the token is not valid, the user is redirected to a login page. After validation of the token, all the policies assigned to the user are checked. Based on the evaluation of policies, the individual is either allowed or denied access to the resource. 

IS supports role-based access control [14]. The role-based expresses security in terms of individual’s role in organization’s structure. Permissions are directly assigned to roles and not to individuals. If an individual is in a role then she/he gains role’s permissions. Individuals are also not directly assigned to roles. They are grouped into subjects for flexibility. 

One of the IS components is Logging Service. It allows recording information about user activity, traffic pattern, and authorization violations. This information may be used for detecting, reporting, and responding to security incidents. All information are recorded in one centralized location to improve administration of system.

Most of SJES components are provided with API that allows them to be integrated with other subsystems, but not necessary portal-based ones. All APIs are based on XML and provided as Java and C libraries.

4.4 Integration of different e-Health applications

Portal solution easily integrate with existing infrastructure, there is no need to replace existing applications regardless of vendor. The aim is to create a web interface to that application. Depending on how the application is implemented, some servlets and JSP pages will have to be written, or to make the application more universal, its functionality has to be exposed in form of a Web Service [8]. Out of the box, the portal software includes universal portlets to present those interfaces (JSPProvider, WebServiceProvider [2]) in the Portal System.

E-health System’s components created from scratch are better integrated into the system compared to the above one. First of all, they can share the same organizational structure, access the same information and access its own services. The issue is to adequately use the Portal platform components, beginning the planning of system from the lowest layer 
(Figure 1). The Directory Server provides global directory services, meaning it provides information to a wide variety of applications [6]. Instead of using separate databases for each application, the global Directory Information Tree provides a single repository of information about e-Health organization, typically including users of the system (patients, medical staff, guests), equipment (ultrasound systems, USG devices, RTG devices), applications data (configuration parameters), role and policy configuration. All those data are necessary to authenticate users to e-Health System and to render their Desktop.

The available mechanisms facilitate creating new e-Health Services. First of all there is no necessity to provide authentication and authorization modules as the one supplied with Identity Server can be used, Portal Server also possesses adequate to them portlets. The whole identity management (creation, remove, modification) is done through Identity Server web based amconsole tool. Next, the majority of e-Health services can thoroughly exhaust the SJES products. The Clinical Appointment System, Equipment Reservation System can leverage from Calendar Server the extensible collaboration platform for managing events, tasks, appointments, resources, even with automatic e-mail notifications, reminders. In fact there is no need to create the logic of these systems, apart from user interfaces. The other technical aspects of Portal Technology for e-Health Systems include search engines for finding e.g. guides for home telecare, encyclopaedias, bookmark portlets for saving links to other e-Health sites, news portlets for publishing information on important events.

5 Conclusions

E-health systems are more and more popular. The evolution of the Internet has allowed for new generation of e-Health systems based on portal technology. Summarizing the paper, Portal technologies supplies with platform that facilitates the creation of e-Health systems. This platform has already implemented some mechanisms that modern systems should possess. Developers of e-Health system’s are released from implementing different parts of the system. It is not required to implement communication, security, localization, or transaction mechanisms. Developers may focus on the system’s business logic. The use of portal technology facilitates both developing new e-Health systems as integrating different 
e-Health systems or subsystems.

The interesting aspect that known Portal Technologies does not address is self adaptability, worth further investigation. The e-Health system equipped with this functionality would adjust to the users behavior, provide them with the context they left while the last logging, gather information related to the users interests.
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